GeM 7i—

Gover Azadl Ka
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fag @&ar/Bid Number: GEM/2025/B/6850542
fedis s/Dated: 03-11-2025

fas c&aasr / Bid Document

9= fAawur/Bid Details

95 dc @9 & ad@/a3T /Bid End Date/Time

13-11-2025 14:00:00

e geld &1 ali@/a@# ™ /Bid Opening
Date/Time

13-11-2025 14:30:00

5 Queper duar (de @A H arl/@ @) /Bid Offer
Validity (From End Date)

0 (Days)

FAGA/TST W IAA/Ministry/State Name

Telangana

fa9eT @ ART/Department Name

Information Technology Electronics And Communications
Department Telangana

WIS H AF/Organisation Name Task
FATT & AH/Office Name Hyderabad
Pl &rdl/Total Quantity 300

a&q 4ol /Iltem Category

End Point Protection Software / Appliances (V3) (Q2)

asf & 3rgHa & e vaeas & ge wa & / MSE

Exemption for Years Of Experience

Yes | Complete

auf & 31Ha & T Fere3y I P WA & / Startup

Exemption for Years Of Experience

Yes | Complete

fahar @ AP 3T gFAdS/Document required

from seller

Certificate (Requested in ATC),OEM Authorization
Certificate,OEM Annual Turnover,Compliance of BoQ
specification and supporting document

*In case any bidder is seeking exemption from Experience /
Turnover Criteria, the supporting documents to prove his
eligibility for exemption must be uploaded for evaluation by
the buyer

w0 39 AfEeRT g 3ues fFe v GEads o
fAfaer & #er A arer @l RAfAGERT A fe@rar
dqed §2 WS A /Do you want to show

documents uploaded by bidders to all
bidders participated in bid?

Yes (Documents submitted as part of a clarification or
representation during the tender/bid process will also be
displayed to other participated bidders after log in)

e e & I W Fad: A9 dea & fow
3mags 95 fr =l / Minimum number of

3
bids required to disable automatic bid
extension
ders sl /7 Number of days for which Bid |3

would be auto-extended
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{95 faawui/Bid Details

3iTer T 31RAhpadA el T fhar Srew &1 /

Number of Auto Extension count !
95 ¥ Ray fareh @by far/Bid to RA enabled | No
Pl & fAT Sucsy EAH/ITC available to Yes
buyer

@] 3IEITA/RCM Applicable Yes

93 @ g /Type of Bid

Two Packet Bid

dbehl FeAihed & SR dhhl FAARIOT &
HJAd AT /Time allowed for Technical
Clarifications during technical evaluation

14 Days

AdeTor 3mavas (geg fAderor orifiaor /& & ary
qd Uolighd TSI gRT)/Inspection Required (By
Empanelled Inspection Authority / Agencies
pre-registered with GeM)

No

IqAfad s ea /Estimated Bid Value

153000

HeAid ugfa/Evaluation Method

Total value wise evaluation

HEIEYT @s/Arbitration Clause No

Yot @s/Mediation Clause No
30l faeRO/EMD Detail

3TaThd/Required No
$diish faaoT /ePBG Detail

ATaIdhd/Required No

arelt fasrsar onay A& foRar r1/ Bid splitting not applied.

T3S3NS Wi afigdr/MIl Purchase Preference

TANTEINS WG adraar/MIl Purchase Preference No
TATES @il adFda/MSE Purchase Preference

TATES WG aAa/MSE Purchase Preference Yes

qeA 3R Y 3TH T sUSOT AAA B wlg A

WATHGA, Al 37 AT L1+Xy% dF & @ # a1/ | 15

Purchase Preference to MSE OEMs available upto
price within L1+X%
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e IR oY 37 B @Wie A wAFGA $ fov |9

&1 A & HR_BIH ufdrd / Maximum 25

Percentage of Bid quantity for MSE purchase
preference

1. If the bidder is a Micro or Small Enterprise as per latest orders issued by Ministry of MSME, the bidder shall be
exempted from the eligibility criteria of "Experience Criteria" as defined above subject to meeting of quality and
technical specifications. The bidder seeking exemption from Experience Criteria, shall upload the supporting
documents to prove his eligibility for exemption.

2. If the bidder is a DPIIT registered Startup, the bidder shall be exempted from the the eligibility criteria of
"Experience Criteria" as defined above subject to their meeting of quality and technical specifications. The bidder
seeking exemption from Experience Criteria, shall upload the supporting documents to prove his eligibility for
exemption.

3. Purchase preference to Micro and Small Enterprises (MSEs): Purchase preference will be given to MSEs as
defined in Public Procurement Policy for Micro and Small Enterprises (MSEs) Order, 2012 dated 23.03.2012 issued
by Ministry of Micro, Small and Medium Enterprises and its subsequent Orders/Notifications issued by concerned
Ministry. If the bidder wants to avail the Purchase preference, the bidder must be the manufacturer of the offered
product in case of bid for supply of goods. Traders are excluded from the purview of Public Procurement Policy for
Micro and Small Enterprises. In respect of bid for Services, the bidder must be the Service provider of the offered
Service. Relevant documentary evidence in this regard shall be uploaded along with the bid in respect of the
offered product or service. If L-1 is not an MSE and MSE Seller (s) has/have quoted price within L-1+ 15% of
margin of purchase preference /price band defined in relevant policy, such Seller shall be given opportunity to
match L-1 price and contract will be awarded for 25 % percentage of total quantity.The buyers are advised to
refer the OM No.F.1/4/2021-PPD dated 18.05.2023. OM_No.1 4 2021 PPD_dated 18.05.2023 for compliance of
Concurrent application of Public Procurement Policy for Micro and Small Enterprises Order, 2012 and Public
Procurement (Preference to Make in India) Order, 2017.

4. Estimated Bid Value indicated above is being declared solely for the purpose of guidance on EMD amount and
for determining the Eligibility Criteria related to Turn Over, Past Performance and Project / Past Experience etc.
This has no relevance or bearing on the price to be quoted by the bidders and is also not going to have any
impact on bid participation. Also this is not going to be used as a criteria in determining reasonableness of
quoted prices which would be determined by the buyer based on its own assessment of reasonableness and
based on competitive prices received in Bid / RA process.

Sheadr & a1 9(3)1/Section 9(3) Of GST

Where ever RCM is applicable, sellers (Regular GST registered seller who opted out of FCM , unregistered seller,

seller registered under composition scheme)will be forced to put Zero GST and GST cess in their bids. Buyer will

have liability of paying the GST and GST cess to the government on the specified rate mentioned by them in this
Bid.

Shoad & 9T 9(3)1 / Section 9(3) Of GST

Where ever RCM is applicable, sellers (Regular GST registered seller who opted out of FCM , unregistered seller,

seller registered under composition scheme)will be forced to put Zero GST and GST cess in their bids. Buyer will

have liability of paying the GST and GST cess to the government on the specified rate mentioned by them in this
Bid.

If the buyer has mentioned MSE purchase preference in ATC then service provider is required to upload
necessary documents for MSE purchase preference for verification by the buyer during evaluation.

End Point Protection Software / Appliances (V3) ( 300 pieces )
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https://bidplus.gem.gov.in/bidding/downloadOmppdfile/

doeiid ARPAT /Technical Specifications

* S el TAfA® & 31T/ As per GeM Category Specification

faaroT/Specification

AR & areT /Specification
Name

s & fAT 3Mavad AT HeT /Bid Requirement
(Allowed Values)

BASIC INFORMATION

Software Type

End Point Protection Software/ Appliances

Component of End Point
Protection
Software/Appliance offered
in the scope of supply

Policy Management, Centralized Management,
Updation and Upgradation Management, Advanced
Endpoint Protection, Device Control, Mobile and
Virtual Environment, Anti Ransomware, Anti Fishing
Protection

SCOPE OF LICENCE

Types of Licence

Subscription

Duration of Subscription (in
Years) (Hint :- Select '0' if
not applicable)

1.0 - 5.0 Or higher

OEM Licensing policy (Hint:-
Device means Server,
Desktop, Laptop,Thin client
etc)

Per Device, Per User

Maximum number of
devices supported by the
console (Select 'NA' if not
applicable)

1-500, 501-1000, 1001-5000, 5001-10000, 10001-
50000, 50001-100000 Or higher

Number of users for license
offered in the scope of
supply (Select '0' if not
applicable)

1-500, 501-1000, 1001-5000, 5001-10000, 10001-
50000, 50001-100000 Or higher

Licence Delivery Mode

Paper Licence, Electronic Licence, Smart License (for
use of licence management)

Scope of Installation

Installation, Integration, Configuration, End to End
Workflow Implementation, User Acceptance Testing of
offered modules, NA

Deployment option

On premises, Cloud (Soc2)

The offered product have
support from OEM for

Updation for Patches and Bug fixes within support
period, Upgradation of version within support period

Number of Monthss for OEM
support for updation
(Patches and Bug fixes) is
included in the scope of
supply (Select '0' if not
applicable)

12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25,
26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39,
40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53,
54, 55, 56, 57, 58, 59, 60 Or higher

Number of Months of
supply (Select '0' if not
applicable)

12,13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25,
26, 27, 28, 29, 30, 31, 32, 33, 34, 35, 36, 37, 38, 39,
40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53,
54, 55, 56, 57, 58, 59, 60 Or higher

Training Options

Virtual, NA

Number of days Training
Provided (Hint :- Select '0' if
not applicable)

1.0 - 30.0 Or higher

4/7


https://bidplus.gem.gov.in/bidding/bid/showCatalogue/OK-mK9anPZ3kl3dkj8DOm067YgNOZAgxX5nFb844KP0

faaRur/Specification

AR & T /Specification
Name

fds & faw 3maRds 31gAd I /Bid Requirement
(Allowed Values)

Policy Management

Policy Management Features

Device Based Policies, User Based Policies

Centralized
Management

Centralized Management
Features

Defining and Managing Configuration, Policy Editing,
Scalability, Exception Management, Application
Control, Automatic Client Updates, Live Security
Alerts, Mass Updates, Remote Software Installation
and Updates, Reporting, Cloud-Assisted Security
Network

Updation and
Upgradation
Management

Updation and Upgradation
Features

Deploy, manage, and update agents and policies from
one management platform, Automatic updates, DAT
files rollback in case of issues with new DATSs, Offline
update support

Advanced Endpoint
Protection

Advanced Endpoint
Protection Features

Blended Threats/Malware Protection,
(HIPS)/Behavioral Analytics, HTTP Malware Detection,
HTTPS Malware Detection, Automated Malware and
Threat Removal, Web Filtering, Suspicious email
attachments scanning, Enhanced remediation
capabilities, Global Threat Intelligence with Reputaion
Source configuration capability, Advanced Protection
against fileless attack methods, Data Protection / Full
disk and file Encryption, Data backup / Data recovery
/ Roll Back, End point forensic, Memory Protection,
Advance machine learning and Al based next
generation End point security, Integration with a
sandboxing solution for APT detection, Application
Whitelisting, Application Blacklisting, Application
Vulnerability, NA

Device Control

Device Control Features

Multiple Device Support, USB Device Access Control
and Monitoring, Workstations, Offline Support and
Forensics, Device Authentication capability,
Bluetooth, Media Encryption, Device Whitelisting

Data Loss Protection

Data Loss Protection Features

NA

Identify content using

NA

Mobile and Virtual
Environment

Mobile and Virtual Environment
Features

Mobile Security to detect mobile threats and prevent
against zero day attacks, Virtualized Environments,
Highlight privacy risks, Actionable mobile threat
intelligence

END POINT GENERIC

End Point Generic Features

Anti-virus feature, Anti-malware feature, Personal

PARAMETERS Firewall, Web Control / URL filtering, Signature based
Protection, Browser protection
Any additional features NA
GENERIC Backend Operating System Windows, Mac, Linux
PARAMETERS required by the offered product

Backend Web browsers
required by the offered product

Internet Explorer, Google Chrome, Mozilla Firefox,
Safari, Opera, Edge
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3AYC IR HCEMEAH) g Rad yaR (RHATH)/Input Tax Credit(ITC) and Reverse Charge(RCM) Details

ShtadY eIy RaET R & Yrfous Raw
MEE ST || yarn Red TR & IER GST
geYc Y AR Cess 2 UHR
¥R ATCon | T T NTC | eM || o sGsT Meadl 39D 1 /GST || as per | /optional
on on GST Cess || Applicabl as Cess 1 as per RCM RCM ptiona
GST e per RCM RCM
18 (INR)
18% 18% Yes 18% 18% - Per No
Unit
RN /Ruiféar 31RQa gar #A/Consignees/Reporting Officer and Quantity
. R/ Raféar .
E'HZS'N 3 /Consignee qdr/Address AT /Quantity %?haﬂasbﬁ:‘r,/sbellvery
) Reporting/Officer
500028, TASK ,1ST FLOOR,
L. Sankethika Vidya
1 Ganna Ravi Kiran Bhavan,Masabtank 300 15
,HYDERABAD

ar g0 shdr o s # fw of/Buyer Added Bid Specific Terms and Conditions

1. Generic

OPTION CLAUSE: The Purchaser reserves the right to increase or decrease the quantity to be ordered up
to 25 percent of bid quantity at the time of placement of contract. The purchaser also reserves the right to
increase the ordered quantity up to 25% of the contracted quantity during the currency of the contract at
the contracted rates. The delivery period of quantity shall commence from the last date of original
delivery order and in cases where option clause is exercised during the extended delivery period the
additional time shall commence from the last date of extended delivery period. The additional delivery
time shall be (Increased quantity + Original quantity) x Original delivery period (in days), subject to
minimum of 30 days. If the original delivery period is less than 30 days, the additional time equals the
original delivery period. The Purchaser may extend this calculated delivery duration up to the original
delivery period while exercising the option clause. Bidders must comply with these terms.

sedawor/Disclaimer

The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class | and Class Il suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.
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Creating BoQ bid for single item.

Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.

Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
Floating / creation of work contracts as Custom Bids in Services.

Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for
attached cateqories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)

9. Mandating foreign / international certifications even in case of existence of Indian Standards without

specifying equivalent Indian Certification / standards.

10. Seeking experience from specific organization / department / institute only or from foreign / export
experience.

11. Creating bid for items from irrelevant categories.

12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.

13. Reference of conditions published on any external site or reference to external documents/clauses.

14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the
case may be.

15. Buyer added ATC Clauses which are in contravention of clauses defined by buyer in system generated bid
template as indicated above in the Bid Details section, EMD Detail, ePBG Detail and MIl and MSE Purchase
Preference sections of the bid, unless otherwise allowed by GeM GTC.

16. In a category based bid, adding additional items, through buyer added additional scope of work/ additional
terms and conditions/or any other document. If buyer needs more items along with the main item, the
same must be added through bunching category based items or by bunching custom catalogs or
bunching a BoQ with the main category based item, the same must not be done through ATC or Scope of
Work.

© N o v oA

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

All GeM Sellers / Service Providers are mandated to ensure compliance with all the applicable laws /
acts / rules including but not limited to all Labour Laws such as The Minimum Wages Act, 1948, The
Payment of Wages Act, 1936, The Payment of Bonus Act, 1965, The Equal Remuneration Act, 1976,
The Payment of Gratuity Act, 1972 etc. Any non-compliance will be treated as breach of contract
and Buyer may take suitable actions as per GeM Contract.

Ig e A=y |t & 3iqeia off g & /This Bid is also governed by the General Terms and Conditions

SIH B WA AT F @S 26 & T H AT & WY HfH T AN aRA aral 37 & A § wliig W ufdey & oy &
HIIT & YT H{H o TS I arel o & dis o =X 50 @A & g ¢ & fow Joft o3 gom 59 a8 ©@s & aren
qeTH WITAEY & wH Uohgpd allfds & 1T o §AT ST &l g8 Fgurelad delr elm 3R IS o aed awon fRT S
T FHD AWl o Pl W HIYT Bl dTehrel AT XA AR FIged b IHFAR M T Fel HILars 3T 39T lin terms

of GeM GTC clause 26 regarding Restrictions on procurement from a bidder of a country which shares a land border with India, any bidder from a country which shares a
land border with India will be eligible to bid in this tender only if the bidder is registered with the Competent Authority. While participating in bid, Bidder has to undertake
compliance of this and any false declaration and non-compliance of this would be a ground for immediate termination of the contract and further legal action in
accordance with the laws.

---g=are/Thank You---
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https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf
https://admin.gem.gov.in/apis/v1/gtc/pdfByDate/?date=20251103
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